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Purpose of this workshop

Information, advice and guidance on what is being done to protect children from harms in
these platforms via legislation, guidance and reports.

To inform and give real life insights into:
e Children’s exploration of online platforms

o Availabilities of content
e Risks and harms
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Physical, mental
and digital risks

New Online IWF OfFcom

Harms Laws

#SafeOnline
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Physical, mental and digital risks

Contact
Child as participant

Harassment, stalking,
hateful behaviour,
unwanted surveillance

Conduct
Child as actor

Bullying, hateful or
hostile peer activity e.g.
trolling, exclusion,
shaming

Contract

Child as consumer

Identity theft, fraud,
phishing, scams,
gambling, blackmail,
security risks

Sexual harassment, sexual
grooming, generation and
sharing of child sexual
abuse material

Sexual harassment, non-
consensual sexual
messages, sexual
pressures

Sextortion, trafficking for
purposes of sexual
exploitation, streaming
child sexual abuse

Ideological persuasion,
radicalization and
extremist recruitment

Potentially harmful user
communities e.g. self-
harm, anti-vaccine, peer
pressures

Information filtering,
profiling bias,
polarisation, persuasive
design

Privacy and data protection abuses, physical and mental health risks, forms of discrimination

8o Content

Child as recipient

LV-CUCH I Violent, gory, graphic,
racist, hateful and
extremist content
Pornography (legal and
illegal), sexualization of
culture, body image
norms
Age-inappropriate
user-generated or
marketing content,
mis/disinformation

Cross-

cutting

Updating the 4Cs of online risk.
smoothwall.com
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Working together to
keep children safe

Awm

ma]y/Es

Department for Schools, colleges Parents / carers
Education and MATs :

smoothwall.com S mOOthwall >



Skills - Things to think about

e Understanding - What are your children on?
e Consent

e Privacy and security settings

e Location based services

e Function of the app

e Positive engagement with technology - Screen time limits

e Data sharing

e Content and impact this can have on your footprint / image

e Updatesin the app

e Knowledge of the device - What can my children’s device do?

e Ability to step away - Health and wellbeing

smoothwall.com
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How - Things to think about

Talk to your children o w

regularly
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Mental Health and wellbeing - Screentime

UK
ﬁé Parliament

Screen time: impacts on education
and wellbeing - Report Summary

This is a House of Commons Committee report, with recommendations to

government. The Government has two months to respond.

Author: Education Committee

Related inquiry: Screen Time: Impacts on education and wellbeing

Date Published: 25 May 2024
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Mental Health and wellbeing - Screentime

Extended screen time has become increasingly normal for young children and teenagers. Research
suggests a 52% increase in children’s screen time between 2020 and 2022, and that nearly 25% of
children and young people use their smartphones in a way that is consistent with a behavioural
addiction. Screen use has been found to start as early as six months of age. One in five children aged
between three and four years old have their own mobile phone, increasing to one in four children by age
eight and to almost all children by age twelve. The amount of time those aged 5-15 years old spent online

rose from an average of 9 hours per week in 2009, to 15 hours per week in 2018.
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Mental Health and wellbeing - Screentime

How many hours a week do you children

spend accessing technology?

Just the right amount
Too much than I'd like

Too much

smoothwall.com SmOOthwall



Mental Health and wellbeing - What can we do?
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Resources for screentime

——ttps://voyage-education.onlinesafetyhub.uk/parent/counselling-support/online-

safety-resources

® https://www.qustodio.com/en/30-days-school-

special/?utm_source=internal&utm_medium=0SHub&utm campaign=voyage-

education-uk

[ ] https://vouyage-education.onlinesafetyhub.uk/parent/tech-advice/blogs-

articles/should-i-be-using-a-parental-control

[ ] https://voyage-education.onlinesafetyhub.uk/parent/articles/navigating-the-

need-for-parental-controls

[ ] https://voyage-education.onlinesafetyhub.uk/parent/articles/is-your-child-s-

screen-stealing-their-sleep-and-their-smarts-
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Advice

Talk to your children
regularly
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Communication
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Communication
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Support at school

o -
CURRICULUM
/ \ Dol

\/?' -~ 0"}1 .
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Support at home

BLOCKED!!!
UY PARENTAL CONTROL

Parental Controls Explained

=
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Themes and trends: Content, contact,
conduct & commerce

Instagram Tiktok O‘ JusTalk
X X/ Twitter Discord Whats App

SnQpChOt Threads M
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Skills

e Understanding

e Privacy and security settings

e Location based services

e Time limits - Positive screen time
e Function of the app

e Data sharing - Images

e Consent

e Content and impact this can have on your footprint / image
e Functionality of the app

e Updatesin the app

o Knowledge of the device
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Snapchat lingo

Snap

Stories
Spotlight
Maps

Chat

My Al
Location
Snapchat +
Story rewatch
Communities
Public profile
Snap Tokens (Currency)
Snap score
Tokens

smoothwall.com Smoothwauw
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Snapchat lingo

e Snap - One picture shared

e Stories - A series of pictures that are putting to slide show in the order they were taken

e Spotlight - Sharing snaps from anyone within the community that are the most entertaining

e Maps - Allows you to plot your friends on a map - where are they right now and meet up with them
using meet up function (Snapchat meet)

e Chat - Message with friends

e My Al - Chat GPT Al in the snapchat platform

e Snapchat + - Addition functions in the app which cost money

e Story Rewatch - See who is watching you content, How many times have they viewed

e Communities - New feature they are pushing to get schools onto snapchat to create communities

e Public profile - A profile that allows you to viewable to all users

e Snap score - Snapscores is based on the number of friends / snaps/ stories you have shared.

e Tokens - Currency - Buy and share with content creators
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Snap (free)

11:30 ! T EH
W Q SendTo.. et

& +

.
Stories 4+ Maw Story

My Story - Friends only

Custom

My Story - Public

Friends, followers and everyone

Recents

smoothwall’
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Snap - Colours

smoothwall.com

Sent Icons

» » ) 2

A Snap sent without audio A Snap sent with audio A sent Chat

Opened Icons

: A friend 3 z
Afriend openeda A friend opened a ada A friend viewed
Snap without audio Snap with audio Chat and received Cash

Received Icons

You have received a Snap You have received a Snap or You have
or multiple Snaps that all do multiple Snaps that containat  received
not contain audio least one Snap with audio a Chat

Viewed Icons

O O a o

Your Snap sent Your Snap sent  Your Chat A Snap or Chat is
without sound has with sound has  has been  pending and may
been viewed been viewed viewed have expired

Screenshot Icons

P2 P2 T3

A screenshot has been A screenshot has been A screenshot has

taken of your Snap taken of your Snap with been taken of your
without audio audio Chat
Replay Icons

O O

Your Snap sent without sound has Your Snap sent with sound has
been replayed been replayed
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Stories (free)
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Spotlight (free)
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Maps (free)
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Chat (free)

Delete chats...

Keep Snaps in chat
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Al (free)

smoothwall.com

Suggested For You

2@ 8 @

<>
Charly Lillian Elizabeth Jef...  Dryc
+ Add + Add + Add
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Snapchat + (Premium)

smoothwall.com

Custom App Icon

Chat wallpapers

Custom app themes

Upgrade My Al

#1 Best Friend

Post View Emoji

Extend Snaps

Bitmoji Backgrounds

Snapchat+ Badge

Snapchat+ Badge

Custom Story Expiration

Solar System

Custom Notification Sounds

Priority Story Replies

Story Boost

Create a bio for My Al

Pets and Cars on the Map

0 Replay again
= :

Snapstreak restore

Extended best friends list

Generative Chat wallpapers

Generative profile backgrounds

Home Tab

Extend Snaps

Free Dreams

See how many friends rewatch
your Story with Snapchat+

porrii i —n—n o ——————————ax\
Monthly plan
£4.49 / month

Annual plan E2E53

£2.83 / month

Ad-free monthly plan
£10.99 / month

smocothwall’
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Snapchat + Rewatch

smoothwall.com

Maximise engagement with
exclusive Story features on

Snapchat+

fo—————

Story Rewatch
N

\
. Custom Story Expiration

48 Story Boost
’
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Communities (free)

smoothwall.com

Countdowns + Now

Create a new countdown

Invite friends or count down priv

Communities

Add School

' Meet new friends and view your m

Community Story!

Friends

8" Add Friends

ar

1017 7

Q mk

drill news

MK Drill

mkdrilln3ws

Southwark Drill News %%
southwark_drill

55 MCR kink sub bottom
newsloez

BUCKINGHAM DRILLZ
bucksdrillz

Lambeth Drill News
lambeth_drill

MK Drill Daily
k. dill

K1 Drilla
kelilla24

Dee Khan
drilla786

Mr Drill News
therealudk

Newsome

newsome 19

S
newshell34

Drill Top
drilltop23

+3 Add

+2 Add

+2 Add

+l°
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Snapchat public profile

smoothwall.com

»
*

Introducing your
Public Profile

Show off your best Snaps
Choose your favourites to stay on your
profile for everyone to see.

Grow your audience
People can check out your public Snaps
before adding you

Reach more people
Your new Public Story will show up in more
places across Snapchat

Get deeper insights

Analyse your Snap’s performance and
engagement.

smocothwall’
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Snap Score

smoothwall.com

kitkathoward

a Share My Profile! o

&

38

Your Snapscore increases when friends
and Groups view your Snaps, when you
view their Snaps, or when you add to
Stories.

7 Snaps sent or viewed

31 Snaps received
0 Snaps added to Stories

Close

smoothwall’
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Tokens

smoothwall.com

1M v T@E

v My Tokens

&0

Spend Tokens

Buy Tokens

... 80 tokens
i\ 250tokens

.;;‘ 500 tokens

e{g 1,100 tokens
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Whats App

€  Privacy < Privacy checkup ) j.]'- l W .

Privacy checkup
f Control your privacy and choose
©  the right settings for you
Start checkup

=1

N

Screenshot Blocked

Who can see my personal info (9

Last seen and online

Your privacy matters

Profile photo

View once

About %2 Choose who can contact you en 1EeSSA( 1| g
=2 Control your personal info
Stat
g Share what you want— privately
B Add more privacy to your
chats
Read receipts ()
5 Add more protection to your
account
ettings > Privacy

Add a caption

smoothwall.com S mOOthwall >
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Communication

smoothwall.com

KMN
420
LMAO
IYKYK
DOC
NP4NP
999
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Communication

« KMN = Kill me now

» 420 = Code for cannibis

« LMAO= Laughing my a*e off

« IYKYK = If you know you know

« DOC = Drug of choice

« NP4NP = Naked pic for naked pic
o 999= Parents are watching

smoothwall.com
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A| A deep dive into deepfakes that demean,
i defraud and disinform

Artificial Intelligence
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Al - Bullying
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Al - Social Media

vy i
2 Friends = + Album = @ Off = Labelling your content

- 4 ol
@ Off Al label off Add Al label

‘We reqguire you to label certain realistic O

content that's made with Al. Learn more

What's on your mind?

smoothwall.com SmOOthwal'.@
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META Al

smoothwall.com

x 20 Meta Q=

Privacy Centre

Maho 1he privacy Chadles That sre might for yin

Lo haow 1o manage and contral gour privacy on
Fatoboot, Malagram, Messerger anvd oty Heta

Prodects

We're petiing ready to expend our Al st Mets
waperiences. Ta 0o Ths, we want you 10 Baow
et we T ue puble Information such s
PR PONTY arud COmera ) 1o aCCounts of
pecpie 3903 18 or clder on the Besi of
legtimate rierests. W'l 4o tha 19 dewwiop
od impeove germrative Al models for aor Al
#UMeta fastires and eaperenies

You have the fight 10 abyect Lo the e of your
WO AN T0r thass (v poses If your
objection a honoured, we woer't ute your
bt WAt from Facetaok and
ratagram for future devwlopment and
wrpraverrant of geraratae Al modeds for O
Al ot Mgta foatires and sspecences. Leam
whnst o rvaptets are triived ¥ you've
wready objected, you don't need 10 sebmit
othar roguett.

‘We bulld privacy nto our prodects

Privacy Checkup Priv
S e——— Our

4 Facebook

We will honor your objection for your public
information, like public posts and comments. This
means we won't use your public information from
Facebook and Instagram for future development

and improvement of generative Al models for our Al

at Meta features and experiences.

We will also honor your objection for any other
accounts that you've added to the same Accounts
Center as this account. If you have other accounts
that are not added to the same Accounts Center as
this one, you'll need to submit a new request for
each of those accounts.

If you want to learn more about generative Al, and
our privacy work in this new space, please review
the information we have in Privacy Center.

facebook.com/privacy/genai

This inbox cannot accept incoming messages. If
you send us a reply, it won't be received.

Thanks,
Privacy Operations

1 previous message

See Options

@ ©® & 8 8 @

Home Video Friends  Marketplace Notifications Manuy

smoothwall’

by Qoria



Al - Education

Writing frames

Write the report/ Consultancy
Age ratings

Sharing data

smoothwall.com Smoothwau@:

by Qoria



Al

» Isthe tool age appropriate?

« What are they using the tool for?

» Risks

« What do your school say about using
these tools?

« At Home

smoothwall.com smo Othw au



IAG

https://voyage-education.onlinesafetyhub.uk/parent/articles/safe-chat-the-best-messaqging-apps-for-
children-1

https://voyage-education.onlinesafetyhub.uk/parent/articles/decoding-the-a-to-gen-z-of-digital-lingo

https://voyage-education.onlinesafetyhub.uk/parent/reviews/snapchat

Trends

Decoding the A to Gen Z of Digital Lingo

+ Learning Gen Z's lingo will help you connect with (or embarrass) your teen so you can
h better understand their online world.
= Deciphering slang and abbreviations is key to understanding your teen's social media
posts, texts, and chats.
+ Keeping up with evolving trends helps you stay relevant and engaged in conversations

with your teen.

&9 Avg reading time: 5 min Last modified: July 8, 2024 e Share
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SID 2025

aHeme ® B 8

= Saferdntarnat Ray 2025

(BN B B B BN

[ B B BN BN

" % o % SEFER INTERNET DAY 2025
[ B N

N B B B B

::::Too good to be L

uuuuuuuuu

true? Protecting 1 ==
yo u rse I f a n d Safer Internet Day

11th February 2025

others from
scams online
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Cyber security

smoothwall.com

Phishing

Smishing

Vishing

TFA

Password Security

Data and device security
Doxxing

Spyware

Cookies

smoothwall



Phishing - What would you do?

smoothwall.com

amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information

REF CODE:2550CGE

You are required to provide us a valid billing address

Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.

Email ID:

smocothwall’
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Phishing - What would you do?

Contact the company
that the email is from

Don’t click on any
links within emails or
text. Go direct to the

website and login

Don’t open any emails
from people you'’re
unsure of

(from the number you
have not the one they
give you)

Do not change
banking information
from an emalil

Check the emall
address

smoothwall.com SmOOthwa ll®
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Smishing - What would you do?

senss 02w ¥ 40 R e v “ar DL R N
< ¢ D | < <7 !
Kloud

Final Notication
Your Apple ID el ccedios mlerlo !
account has been confimieg yoir Aopia 1D 84
locked due to PR
unauthorised login
el Pleass A . You can save thus one _
login here and Message me if you've seen this
verify your (5] )
information

Hii mum. My other phone crashed
But this i1s my temporary number

bty
QWERTYU I OFP

A SDFGHUJKL
+ Z XCVBNMG
0 ‘ 173 @ 9 200 retun
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Smishing - What would you do?

Just because it'’s a
Don’t click on any Report and block the friends number
links in messages contact doesn’t mean it’s from
them

Contact them another If it doesn’t feel right
way then it isn’t

smoothwall.com SmOOthwa ll®
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Vishing - What would you do?

° Rest Less

Latest scams to watch out for in 2023

Falling victim to a scam can be devastating, both financially and emotionally.
Unfortunately, fraudsters are coming up with a growing number...

6 days ago

¥2 City of London Police

Silver pound swindlers: UK's senior population lose more
than £12.6 million in the last year to courier fraudsters

People over the age of 70 are being disproportionately targeted by courier fraud, new
data from the City of London Police reveals.

1 month ago

smoothwall.com SmOOthwall®

by Qoria



Vishing - What would you do?

Never give any details
over the phone

If it's a call — ask
where they are from
and how they got your
details

smoothwall.com

Never give a call back
on a number they
provide

If it doesn’t feel right
then it isn’t

Check the number on
the internet for scams

Block the number

smoothwall’
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TFA - Why?
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what
information are
we giving away
freely?

Password : Samuel2018

qoria.com smocthwall




How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

Your password would be cracked

Instantly

smoothwall.com smo Othw allc



Device Security

Privacy and security

— Clear browsing data
R Clear history, cookies, cache, and more

@ Cookies and other site data
Third-party cookies are blocked in Incognito mode

e Security , m —

Safe Browsing (protection from dangerous sites) and other security settings ° n < " '

_+ Site settings
Controls what information sites can use and show (location, camera, pop-ups, and more)

_ Privacv Sandhnyx .

smoothwall.com SmOOthwall®
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Doxing

Doxxing = Publication of someone’s
private information without their
permission

smoothwall.com SmOOthwall



Doxing resource

What is Doxing? A Guide for Professionals,
Parents and Carers

smoothwall.com https://swqfl.org.uk/magazine/what-is-doxing-a-guide- smoothwau’”
for-professionals-parents-and-carers/ by Qoria



https://swgfl.org.uk/magazine/what-is-doxing-a-guide-for-professionals-parents-and-carers/
https://swgfl.org.uk/magazine/what-is-doxing-a-guide-for-professionals-parents-and-carers/

& Data preferences

Develop and improve services

Information about your activity on this service, such as
your interaction with ads or content, can be very helpful
to improve products and services and to build new...

View details

What »
information |
do we give
away freely ¢

Maghnite, Inc. (Outstream) N

Cookie duration: 366 (days). |
Data collected and processed: Device identifiers, ...more
Uses other forms of storage.

View details | Storage details | Privacy policy @
Consent C)

Legitimate interest @

Sonobi, Inc

qoria.com smoothwall’
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Advice

« Use the online safety hub for information, advice and
guidance

« Parental controls

* Filtering

« Screentime limits

« Model healthy engagement with technology

« Look at all types of devices (Consoles/ Alexa etc)

* Talk to your children regularly

smoothwall.com SmOOthwa l.l.
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OSH

About Staff Parent
Online Safety Hub
V0y age Trusted digital safety advice for caregivers @  Q search
COUCATION PARTAERSHP
Revi Parental ! Help  Social media  Screentime Gaming Bullying  More v
Modt Recent Seeall  peviews See all
Education .
: Social Media
Eduehy J TikTok
Our Age Rating: 15+
Entertainment " .
- Social Media
Disneyy 8 Snapchat
Our Age Rating: 16+
Gaming -
= Entertainment
Screen time Minecraft w Character.ai
" 9 Our Age Rating: 16+
Creating a Screen Routine
Social media %
As parents, we want technology to enrich our children's lives, YouTube U
not consume them. So we've put together some Roblox
Our Age Rating: 12+

recommendations and sample routines to help you get
started.

smoothwall.com
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Qustodio - New devices

Qustodio

Exclusive offer for your school ity: free Q io p ion for 2 ices and 30-day access to all Premium features!

Parental controls made Create your FREE account how

and enjoy Qustodio Protection for 2 devices and 30-day
access to all Premium features

Available on all popular platforms

T (o) iy i0s kindle

Windows Mae Chromebook  Android iPhone fiPad Kindlle

smoothwall.com SmOOthwall®
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Report harmful content

Helping everyone to report harmful content online

COGMNOL®O

Threats Impersonation Bullying and Self-harm or Online Abuse Violent Content Unwanted Sexual Pornographic
Harassment Suicide Content Advances Content

smoothwall.com Smoothwau@:
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CEOP

i B S If you need to hide this site X
Child Exploitation and Online Protection = x
quickly, just click here
EOP u Quick exit

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report What happens when | How can CEOP help

to CEOP? = make a report? = me? =

If you're worried about online abuse or One of our experienced Child Protection Online abuse affects many children and

the way someone has been Advisors will be there to make sure you young people every day, CEOP has

communicating online, let CEOP know. get the help that you need. helped thousands of people in need of
support.

smoothwall.com SmOOthwall®
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Report Remove

HOwW TO GET JOUR IMAGE REMOVED

If you're under 18 and a nude image or video of you has been shared online, you can
report it and to be removed from the internet. You'll need to:

® Select your age and follow the steps below. R E P : RT
e Create a Childline account so we can send you updates on your report. R E M 0 i E

® Report your image or video to the Internet Watch Foundation (IWF).

Nude image of you online?
We can help take it down.

smoothwall.com
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